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About This Document

This manual is intended for administrators and
users of the KNC—Xi130HD, KNC—Xi210HD. It
includes instructions for using and managing the
Network Camera on your network. Previous
experience of networking will be of use when
installing and using this product. Some knowledge
of UNIX or Linux-based systems would also be
beneficial, for developing shell scripts and
applications. Later versions of this document will
be posted to the KT&C Website, as required. See
also the product’s online help, available via the
Web-based interface.

Safety Notices Used In This Manual
Caution! - Indicates a potential hazard that can
damage the product.

Important! - Indicates a potential hazard that
can seriously impair operation.

Do not proceed beyond any of the above notice
until you have fully understood the implications.

Legal Considerations

Camera and audio surveillance can be prohibited
by laws that vary from country to country. Check
the laws in your local region before using the
product for surveillance purposes.

Electromagnetic Compatibility

This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and
used in accordance with the instructions, may
cause harmful interference to radio
communications. However, there is no guarantee
that interference will not occur in a particular
installation. If this equipment does cause harmful
interference to radio or television reception, which
can be determined by turning the equipment off
and on, the user is encouraged to try to correct the
interference by one or more of the following
measures: Re-orient or relocate the receiving
antenna. Increase the separation between the
equipment and receiver. Connect the equipment to
an outlet on a different circuit to the receiver.
Consult your dealer or an experienced radio/TV
technician for help. Shielded (STP) network cables
must be used with this unit to ensure compliance
with EMC standards.

USA - This equipment has been tested and found
to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable
protection against harmful interference when the
equipment. This equipment generates, uses, and
can radiate radio frequency energy and, if not
installed and wused in accordance with the
instruction manual, may cause harmful
interference to radio communications.

Operation of this equipment in a residential area is
likely to cause harmful interference in which case
the user will be required to correct the interference
at his own expense.

WARNING

This is a class A product. In a domestic
environment this product may cause radio
interference in which case the user may be
required to take adequate measures.

Europe - This digital equipment fulfills the
requirements for radiated emission according to
Class A of EN55022/2006, and the requirements
for immunity according to EN55024/1998
residential, commercial, and light industry.

Liability

Every care has been taken in the preparation of
this manual; please inform your local KT&C office
of any inaccuracies or omissions. KT&C Co., Ltd.
cannot be held responsible for any technical or
typographical errors and reserves the right to
make changes to the product and manuals without
prior notice. KT&C Co., Ltd. makes no warranty of
any kind with regard to the material contained
within this document, including, but not limited to,
the implied warranties of merchantability and
fitness for a particular purpose. KT&C Co., Ltd.
shall not be liable nor responsible for incidental or
consequential damages in connection with the
furnishing, performance or use of this material.

Trademark Acknowledgments

Ethernet, Internet Explorer, Linux, Microsoft,
Mozilla, 0S/2, UNIX, Windows, WWW are
registered trademarks of the respective holders.
QuickTime™ is a trademark of Apple Inc.,
registered in the U.S. and other countries. Java
and all Java-based trademarks and logos are
trademarks or registered trademarks of Sun
Microsystems, Inc. in the United States and other
countries. KT&C Co., Ltd. is independent of Sun
Microsystems Inc. UPnP™ is a certification mark of
the UPnP™ Implementers Corporation.

Support Services

Should you require any technical assistance,
please contact your KT&C reseller. If vyour
questions cannot be answered immediately, your
reseller will forward your queries through the
appropriate channels to ensure a rapid response. If
you are connected to the Internet, you can:

® Download user documentation and firmware
updates.

® Find answers to resolved problems in the FAQ
database. Search by product, category, or
phrases.

® Report problems to KT&C support staff by
logging in to your private support area.

® \Visit the KT&C Support Web at
http://www.ktncusa.com

® Visit the KT&C Support Web to get
the latest KCMS-3000(Free central
management software) at www.ktnc.co.kr
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Overview

Thank you for purchasing a KT&C network surveillance product.
KT&C KNC-Xi130HD, KNC-Xi210HD is a high-performance, Megapixel Network Camera which

offers the perfect solution for integrating network-based video surveillance system.

AUTORS

Key Features

® Onvif 1.0

® Simultaneous H.264 and MJPEG video streams at up to 30 fps in SXGA resolution(KNC-
Xi130HD) and in 1920x1080 resolution(KNC-Xi210HD)

® Micro SD/SDHC memory card support for recoding video streams (Maximum 32GB

support)

Power over Ethernet (PoE Class 3)

Bi-directional audio support

Multi-area motion detection

Powerful event management

Upgradeable firmware

System requirements for a PC
® Pentium® 4 CPU 2.4 GHz or higher, or equivalent AMD®
1 GB RAM
AGP graphics card 64 MB RAM, Direct Draw
CD-ROM drive (for using User's Manual and software)
Microsoft® Windows® XP, 2000, 2003 Server
DirectX® 9.0 or later
Microsoft® Internet Explorer® 7.x or later
Adobe® Reader® (for reading User's Manual in CD-ROM)

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved.
Korea Technology & Communications Co., Ltd.
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Product Description

Description and function

AUDIO IN
O

DC12V/AC24V

FACTORY
DEFAULT RESET

SENSOR

Micro SD

1. Micro SD/SDHC Memory Slot — Insert Micro SD or SDHC memory card for recording videos
and saving images. (Maximum 32GB support)

2. Line / MIC In — Connect 3.5mm jack from line level audio source or MIC.

3. Line Out — Connect 3.5mm jack from speaker.

4. Reset Switch/NTSC or PAL select — Push and hold the reset button for more than 10
second to reset the Network Camera.

Push this switch to use analog video of NTSC or PAL format on installing.
Caution. This feature will reset all settings to the original factory default settings.

Caution: This button has two functions(factory default settings or selecting analog video).

5. Digital Input — Connect signal from external sensor.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 6
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Digital Output — Connect signal to external alarm. (Max. current - DC 12V, 40mA)

Network LED — Network LED indicates network connection status.

Network Connector — The Network Camera connects to the network via a standard network
cable, and automatically detects the speed of the local network segment
(1OBaseT/100BaseTX Ethernet). PoE Supported.

Status LED — Status LED indicates the Network Camera operation status.

Power Input(AC, DC) — Connect DC 12V or AC 24V power.

Service Video Connector — For checking the view of the camera on a portable monitor

when the camera is being installed.

Caution: The analog video can be viewed only in 1280x1024 resolution.
Auto Iris Jack — Connect DC Iris cable.

Back Focus Adjustment Level — Use to adjust focus.

Focus Fixing Screw — Use to fix back focus adjustment level.

Tripod Mounting Hole — Use to connect standing bracket

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved.
Korea Technology & Communications Co., Ltd.
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Using the Network Camera

The Network Camera can be used with either Internet Explorer or Central Monitoring System

(CMS) in Microsoft Windows operating systems.

Note: For information on installing the Network Camera, please refer to the Installation Guide.
Accessing the Network Camera

1. Start your browser

2. Enter the IP address or host name of the Network Camera in the Address field

/2 i KTNC =: - Windows Internet Explorer

@; v |&] http:ji192.168.0.191/

File Edit ‘Wiew Fawaorites  Tools  Help

3. Select the language which you want to use and enter ID and Password.
Note: Only administrator can change the language.
Default User ID and Password is [ID: admin, Password: admin]

@c KNC-Xi130HD

English W

KNC-Xi130HD

User ID I
password [N

4. If you are accessing the Network Camera for the first time, you will see the warning

message as shown below.

= .:: KTnC ::. - Windows Internet Explorer a
@ _-H v | http:[f192.168.0.151 flve.coi L AN S 2D 4 =2
Fie Edt Wew Favortes Took Help % '
WO | @.knC [ & - B i v |iFPage ~ (T Tooks = g
W) This website wants to instal the following add-on: KTAC Web Yeewer” from XT8C Co., Ltd.'. IF you trust the website and the add-on and want to instal i, dick here... x

U KNC-Xi13¢HD _ _

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 3
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5. Click the warning message and select “Install ActiveX Control..”

r'(.-; .:: KTnC ::. - Windows Internet Explorer,

@.\:—_; - |§, htbpsff192.168.0.191 flive.cai

File Edit  Wiew Fawvorites  Tools  Help

=g add-on: 'K

‘-Mnre infarmnation

6. Click “Install” to install the KT&C Web Viewer.

Internet Explorer, - Security Warning

Do you want to install this software?
Mame: KT Web Viewer
Publisher: KT&C Co., Ltd.

E]Mu:ure options Install ] I Don't Install

While files From the Internet can be useful, this file bvpe can potentially harm
wour camputer, Only inskall saftware From publishers wou trust, What's the risk?

7. If the Windows Security Alert pop-up window appears, click the “Unblock” Button.
"= Windows Security Alert E|

. To help protect your computer, Windows Firewall has blocked
some features of this program.

Do you want to keep blocking this program?

@ M ame: Internet E xplorer

L Publisher: Microsoft Carpaoration

Keep Blocking ] [ Unblack l [ Azk Me Later

Windows Firewall haz blocked this program from accepting connections from the
Internet or a netwark., [F pou recognize the program or trugt the publisher, vou can
unblock, it. When should | unblock a program?

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved.
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8. After installing the KT&C Web View ActiveX Control, a Live page will be displayed

The video image will be displayed in your browser.

KNC-Xi130HD

2 oflol/0l6lIk 807807 SHSTART

Important: To view streaming video in Microsoft Internet Explorer;, you must set your browser to allow the KT&C Web

Viewer to be installed on your computer. This ActiveX component will be installed when you access the camera for the
first time.
Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 10
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Live View page
If the Network Camera has been customized on Setup>Advanced>Live View Layout, the
buttons and other items shown below may or may not be displayed on the Live View page. The

following diagram provides an overview of each available button.

@c KNC-Xit30HD _

1. Host Name — Displays the host name.

2. Video Format — The Video Format drop-down list allows the video format to change
instantly on the Live View page.

3. [E [E Play/Stop — The Play/Stop button starts and stops the media stream.

4. Snapshot — The Snapshot button takes a snapshot of the live image. The target
directory for saving snapshots are .../My document/KTNC/Snapshots

5. @ Record — The Record button is used to record the current video stream to the local

hard drive. The target directory for saving video clip are .../My document/KTNC/Video

Note: Video recording will be terminated automatically after 5 minutes.
6. Sound/Mute — Click the Sound/Mute button to switch the sound on or off.
7. @ Microphone Control — Click the Microphone Control Button to switch the

microphone on or off,

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 11
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Note: When user clicks on the microphone it is allowed to be used only for 1 minute. It turns off

automatically after 1 minute.
@ Manual Trigger — The Manual Trigger button triggers an event directly from the

Live View page. Click this button to manually start the events instantly.

Active/Inactive — Click this button to manually start and stop the device which is

connected to the digital output terminal, such as an alarm or light.

Pulse — Click this button to activate the digital output terminal for a defined period
of time. (e.g. to switch on a light for 10 seconds)

Viewer Magnification — The magnification drop-down list allows the video screen to
amplify or shrink in live view mode. (0.5x, 1x, 1.5x%, 2x)

Setup — Click the button to configure Network Camera. Please refer to Configuring
Network Camera, on page 13.

Video Indicator — ¥ - Streaming / “ - Stopped.

Record Indicator - ® - Recording / * - Stopped.

Audio Indicator - - Sound / - Mute.

Microphone Indicator % sound / %- Mute.

Alarm Output Indicator — ‘2~ Active / '~ Inactive.

Motion Indicator — M- detected / M- Undetected.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved.
Korea Technology & Communications Co., Ltd.
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Configuring the Network Camera

This section describes how to configure the Network Camera and is intended for:

® Administrators, who have unrestricted access to the entire Setup menu.

® Operators, who have access to the Video & Image, Audio, and Event Configuration

settings.

The Network Camera is configured from the Setup menu in a standard web browser.

Accessing the Setup menu

Follow the instructions below to access the Setup menu from a browser.

1.

2.

Start the browser and enter the IP address or host name of the Network Camera in the
location/address field.

/= KTNC = - Windows Internet Explorer

% ~ |&] hipiji19z.168.0.191)

File Edit ‘iew Favorites Tools  Help

The Live View page is now being displayed. Click Setup to display the Setup menu.

@»C KNC-Xit3CHD

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 13
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Basic > Network

This section describes the basic network settings and SMTP notification. If the SMTP notification
feature is enabled, user can receive an IP change notification by e-mail when the IP address is
changed by the DHCP server.

B seree NETWORK @
BASH
0—~Netw0rk Services

Users
Video & Audio
Date & Time

@® static Q pHep

Network Configuration
ADVANCED

IP address 211.238.159.195 ‘
a MAINTENANCE

_ Subnet mask ~ |255.255.255. ‘
=
#  SUPPORT
- Default gateway 211.238.159.1 \

SMTP Notification{(Email) For IP Address Change

[ enable

Send to ‘

Subject |

Save Cancel

1. Network Services
A. Static — Assigns a static IP address manually.
B. DHCP — Assigns a dynamic IP address automatically from the DHCP server on your

network.
Important: DHCP should be enabled only if you are using the SMTP notification for the IP address change, or
if your DHCP server can update a DNS server, which allows you to access the Network Camera by the host
name. If DHCP is enabled and you cannot access the unit then you may have to reset the unit to the factory

default and redo the installation again.

2. Network Configuration
A. IP Address — Specify a unique IP address for your Network Camera.
B. Subnet mask — Specify the mask of the Network Camera located subnet.
C. Default gateway — Specify the IP address of the default gateway (router) used for

connecting devices to the network.

3. SMTP Notification(E-mail) for IP Address Change
A. Send to - Enter the e-mail address of receiver.
B. Subject — Enter the e-mail subject as desired.

Important: Before using the SMTP Notification for IP address change, SMTP server has to be set on Advanced
> SMTP.

Note: DHCP is a protocol for automatic IP address assignment on a network. IP address assignment via DHCP may lead
to a situation where the IP address changes and you lose connection with the Network Camera. Enable the SMTP

Notification of IP address change to receive a notification from the Network Camera when the IP address changes.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 14
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Basic > Users

This section describes the administrator and user account settings. Each user can be configured

to different authority levels.

o—'Admin Account

=R Admin 1D |

Video & Audio

Date & Time Password seee |
LLLLED Confirm Password sese |

a MAINTENANCE

- User Account
#  SUPPORT 2

Add User
User ID Password Confirm Password Microphone Speaker Alarm In/Out
l [ l O O O
Add
User List
UserID Microphone Speaker Alarm In/Out Modify / Remove

6—4Free Pass

[J Enable free login without ID and Password required

1. Admin Account
A. Admin ID — Enter the administrator ID.

B. Admin Password — Enter the administrator password.

Important: Factory default value is ID: admin, Password: admin.

2. User Account
A. Add User — Add a user account. Enter the user ID and Password. Each user can be
configured to a different level of authority for MIC, Speaker, Alarm In/Out, PTZ, etc.
B. User List — Displays list of authorized user for the network camera. Click the modify

button to modify the authority. Click the remove button to erase the user account.

3. Free Pass
® Free Pass means that anybody on the network can access the Network Camera and
its images (but not the Setup tools) from a browser without login in to the unit. To

enable the feature, check the box to Enable Free Pass.

Important: If this feature is enabled, all users can access the Live View page without a login process. If the

Network Camera is installed at an area needing privacy, this feature must be disabled.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 15
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Basic > Video & Audio > Common

This section the basic settings for video and audios.

Important: These setting values will affect the original video and images.

ﬁ

¢ KNC-Xi130HD

H

B serer Video & Audio @
BASIC
B Network
£ Lt | common || 1264 || mJPEG |
Users
Video & Audio o_. Image Adjustment
Date & Time
Resolution [ H.264(1280°720)+ MJPEG(1280°720) v]
ADVANCED
saturati 5 =
{3 wmamTenance o -2l
- - =
@  suppORT Brightness 255 o510
Contrast 64 [0..255]
Sharpness 173 ;I
White Balance [ Fuorescent(white) v

Text Overlay Settings

[ mnclude date [ include time
[ inciude text ‘77777777777777777777}
Place text/date/time at top v

Video Stream
Maximum video stream time
® unimited

Q Limited to [1..60] per session

Maximum Frame rate

H2ee  [30  (w MIPEG [30 v

Audio Input

g @P‘PII

[ enable audio

1. Image Adjustment
A. Resolution — Select the resolution to use for the H.264 and JPEG image.

B. Video Format — Select the analog video format.
Note: video format is selectable only for 1280x1024 resolution.

When the [p camera is being installed, the installer may use this function for easy orientation and focusing

C. Saturation — Select an appropriate level by entering a value in the range between
0-255. Lower values mean less color saturation and the value 255 gives maximum
color saturation.

D. Brightness — The image brightness can be adjusted in the range between 0-510,

where a higher value produces a brighter image.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 16
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E. Contrast — The image contrast can be adjusted in the range between 0-255, where
a higher value produces a high contrasted image.

F. Sharpness — The image sharpness can be adjusted by selecting values, where a
higher value produces a sharper image.

G. White Balance — The image quality can be modified by selecting one of the white
balance modes. If manual mode is selected the Red gain and the Blue gain should

be set to a value between 1 to 16384.

2. Text Overlay Settings
A. Include date — Includes date in the video image as configured.
B. Include time — Includes time in the video image as configured.

C. Include text —Enter your own text in the field to overlay text in the video image.
Note: The maximum number of characters in this field is 17 characters.
You can see the whole text (max 17 characters) in the video image. But if you use 320x240

resolution, you can only view up to 2 characters.

D. Place text/date/time at — Select top or bottom position to display text, date, time.

3. Video Stream
A.  Maximum video stream time — This feature is used to limit the length of time that
the streaming is displayed. Set unlimited or set the maximum time in seconds,
minutes or hours. When the set time has expired, a new stream can be started by
refreshing the page in the browser.
B. Maximum Frame rate - This feature is used to limit the frame rate. The frame rate

can be set by selecting values from the drop down list.
Note: The maximum video stream time does not apply to clients connected via CMS (Central Monitoring

System) software.

4. Audio Input
A. Enable audio - Check this box to enable audio functionality
B. Source — Select an audio input source between the microphone or line level input.
C. Encoding - Select the digital audio encoding format to use.
D. Bit rate — Depending on the selected encoding, set the required bit rate (audio

quality). Higher the bit rate, Greater the bandwidth required.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 17
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Basic > Video & Audio > H.264

This section describes the basic setting for the H.264.
Note: These setting values do not apply to the MJPEG video.

B seree Video & Audio @

BASIC
Network
Users

| common || H.264 || MG |

Video & Audio Bit Rate Control
Date & Time
ADVANCED Use © \variable bit rate

Constant bit rat:
ﬂ MAINTENANCE @ Constant bit rate

1I

Target Bit rate 2549 | kbit/s [256..8000]
#  SUPPORT

N

1. Bit Rate Control

A. Variable bit rate (VBR) — Set the Network Camera to produce the variable bit rate
H.264 video.

B. Constant bit rate (CBR) — Set the Network Camera to produce the constant bit rate
H.264 video.

C. Target bit rate — The target bit rate can be adjusted in the range 256Kbps-

8000Kbps. High value improves video quality, but uses more bandwidth.
Note: When the variable bit rate is applied, the target bit rate will be a maximum bit rate of the VBR H.264
video. If the constant bit rate is applied, the bit rate of CBR H.264 video will be fixed to the target bit rate.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved.
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Basic > Video & Audio > MJPEG

This section describes basic setting for MJPEG video.
Note: These setting values do not apply to H.246 video.

@ SETUP

BASIC
Network
Users

Video & Audio Image Appearance
Date & Time

ADVANCED Quality S0 J[1..1E|0]

£F mamtenance

Video & Audio Q@

| common || H.264 || mupEG |

@  supPORT

Save Cancel

1. Image Appearance
A. Quality — Changing the image quality affects the amount of bandwidth required.

High value improves image quality, but uses more bandwidth.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved. 19
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Basic > Date & Time

This section describes about the date and time settings.

B sewp DATE & TIME 9
BASIC

0_‘Currem Server Time

Network

O i — S T r—

Video & Audio

Date & Time .
' e—tNew Server Time
ADVANCED

Time mode

¥ mamTENANCE ® Set manualy
—
“ SUPPORT Date 1970/01112 Time 11:53:01
(o] Synchronize with NTP server Interval hours
NTP server: pool.ntp.org Time zone

O Synchronize with PC

Date Time |

G—cDayligm Saving Time

[0 Automatically adjust for daylight saving changes.
Start Day Day

End Day Day

e—'Date & Time Format

Specify date format yyyy/mmidd v
Specify time format 24h v

1. Current Server Time
A. Date - Displays current date of Network Camera.

B. Time — Displays current time of Network Camera.

2. New Server Time
A. Set manually — Using this option allows you to enter the time and date manually.
B. Synchronize with NTP server — The Network Camera will sync the time with a NTP
server. The NTP server's IP address or host name is specified in the
Setup>Advanced Network>NTP Setting

C. Synchronize with PC — sync the time with a local computer.

3. Daylight Saving Time
® Enable this feature to adjust automatically to the daylight savings time.
® Set the start and end date.

4. Date & Time Format
® This format will be used when displaying the date and time as overlay in the video

image.
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Advanced > Camera Setting

This section describes the advanced settings of the camera.

@&c KNC-Xi130HD —

BASIC

ADVANCED —_—
Camera Setting Lens Type DC Iriz Lens 7?

Event Server
Event Actions 9—~Exposure

Motion Settings Exposure Mode
SMTP
® auto O Manual
Advanced Network
HTTPS Slow Shutter mode: IE
RTP ) )
Back Light Compensation SET
Mask
Live View Layout )
P Address Fitter e—‘Da‘f and Night
LED / Ports Day and Night Mode Aute v
SD CARD

0 MAINTENANCE /| IS
2

9 SUPPORT Anti Flicker [60Hz v

?

Digital Noise Reduction

Digital Noise Reduction Auto v ;

Save Cancel

1. Lens
® lens Type — The camera lens type can be selected from the drop down list.

2. Exposure

® Exposure Mode — The camera’s exposure mode can be set to auto or manual by

selecting Auto/Manual.

A. Auto — The ip camera will adjust the exposure automatically.

Slow Shutter mode — This will allow more light in the ip camera so that even a low
lit scene can produce a good image, but at the expense of
increased motion blur.

B. Manual — The exposure in the ip camera can be controlled manually by Max gain

and shutter speed.

C. Back Light Compensation - Backlight compensation makes the subject appear
clearer when the image background is too bright, or the
subject is too dark.

2. Day and Night
® Day and Night Mode — The day and night mode can be selected from the drop

down list.
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A. Auto - the camera will automatically switch between IR cut filter On and Off,
according to the current lighting conditions.
Color — the ip camera will always stay in color mode.
Black and White — This camera will be able to “see” infrared light, e.g. at night., thus

making the image clearer.

3. Anti Flicker
® Anti Flicker — This setting is used to remove 50/60 Hz flicker.

4. Digital Noise Reduction
® Digital Noise Reduction — The digital noise reduction can help depress noise under
low light situation but also blur some of the image detail. So it is better to set this

value higher under low light situation, and set it lower under good light condition.
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Advanced > Event Server

This section describes configuring the event server used in the event action section.

BASIC e
""""""""""" o—o Select Server | FTP v|
ADVANCED S
Camera Setting e—o&al\fel FTP
Event Server ; )
Event Actions FTP Server Hame | |
Motion Settings T ]
IP Address | | Port Ho. | |
SMTP -
Advanced Metwork Upload Path | |
HTTPS B ]
RTP User Hame | | Password |

B Mask A

Live View Layout
IP &ddresz Fiter .
LED { Ports e-‘ Event Server List

SO CARD Server Hame IP Address Port Ho Upload Path User Hame Modify /| Remove

MAINTENANCE
L%

@  suppoRT

1. Select Server

A. Select the server type to configure. Configuration is only available for FTP servers.

2. Server FTP
® [TP Server Name — Enter the any descriptive name.

® [P Address — Enter the server’s IP address or host name.
Important: DNS server must be specified in the Setup>Advanced>Advanced network if you are using a host

name.

® Port No. — Enter the port number used by the FTP server. The default is 21.

® Upload Path — Specify the path to the directory where the uploaded images will be
stored. Note that a directory must be created in the FTP server before using this
feature.
User Name — Enter the User ID.

Password — Enter the Password.

3. Event Server List
® Display all of the configured servers. Click modify button to modify setting values.

Click remove button to erase the event server.

Note: A total of 3 event servers can be configured.
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Advanced > Event Actions

This section describes how to configure the Network Camera for event handling. Various actions

can be configured to run when certain types of event occur.

BASIC

Camera Setting
Event Server
Event Actions
Mation Settings
EMTP

Advanced hetwork
HTTRS

RTP

Mask

Live Wiewe Layout
IP Address Fitter
LEC f Parts
ShCARD

£} maNTENANCE
@  suppoRT 2

o—o Trigger Action Type

@

1. Trigger / Action Type

""" Event Hame Use @ Enahle O Dizahle Select Upload Type
Trigger Type MotioﬂD_ete_ction & Action Type Upload Image A F_T_P w
FTP Selection
Select FTP Server Server 1: v
Image Upload Setting
Image frequency 1 v fps Image Hame
Pre-trigger buffer 0 | zeconds I Trigger Type [ pateime
Select the suffix
Post-trigger buffer 1] | seconds [ 1P sddress
Schedule to respond on Trigger
Schedule [ sbways [ =un [ Mon [ Tue [ e I thu Ori O sat
Start Time I:l End Time
mal
e—o Event List
Event Enable Trigger Action Type Select

Save Cancel

A. Defines the trigger type or action type.

2. Action Configuration

® Configures parameters of event action describing how and when the Network

Camera is going to perform the certain actions.

3. Event List

® Displays all of the configured actions. Click the modify button to modify the setting

values. Click the remove button to erase the event action.
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Prepare to configure event action

Event Servers are used for receiving uploaded image files and/or notification messages. To set

up an Event server for your Network Camera, go to Setup>Advanced>Event Server or

Setup>Advanced>SMTP and enter the required information according to the selected server

type.

Note: When High image resolution and/or lower compression levels is used for uploading images to SD card or FTP

server, SMTP server; individual images may be missing.

If this occurs, Lower image resolution and/or lower compression levels must be used for seamless uploading.

Server Type Purpose Information required
FTP Server Receives uploaded images ® Descriptive name of your choice
® User Name and Password (to FTP server)
® Upload path
® Port number
E-mail (SMTP) Receives uploaded images ® Descriptive name of your choice
Receives notification messages ® User Name and Password (to SMTP server)

Variation of event action configuration

Trigger Type Action Type Upload Type Consequence
FTP Upload images to FTP server
Upload image E-mail Upload images via E-mail.
Motion detection SD CARD Save images or videos to SD card
Activate output Activate digital output
E-mail notification Send a notification message
FTP Upload images to FTP server
Upload image E-mail Upload images via E-mail.
Sensor in SD CARD Save images or videos to SD card
Activate output Activate digital output
E-mail notification Send a notification message
FTP Upload images to FTP server
Upload image E-mail Upload images via E-mail.
Manual Trigger SD CARD Save images or videos to SD card
Activate output Activate digital output
E-mail notification Send a notification message
Network Fail Upload image | SD CARD Save images or videos to SD card
Activate Output Activate digital output.
SD Card Scheduling Upload image | SD CARD Save videos to SD card

Reboot

E-mail notification

Send a notification message

Note: SD card recording can be used only by one trigger type at the same time.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved.
Korea Technology & Communications Co., Ltd.

25




KNC-Xi130HD, KNC-Xi210HD User’s Manual

Action configuration for [Motion Detection + Upload Image + FTP]

EVENT ACTIONS )
Trigger/Action Type i
Event Name Use | ® Enable O Disable | Select Upload Type
Trigger Type Motion Detection v Action Type 'FTP v

FTP Selection

Select FTP Servere—* Server 1:191 v

Image Upload Setting

Image frequency 0—‘1 V| fps Image Name GI:H [

Pre-trigger buﬁer@—*o ¥ | seconds [} Trigger Type [ patermime
seect the suffl(g)—4

Post-trigger buffee—éo [ ez [ 1P Address

Schedule to respond on Trigger
Schedule @—+D Always [dsun [ mon [ 71uee [ wed O thu Om O Satl

Event List
Event Enable Trigger Action Type Select Configuration

FF Enable sensor img (O | [Event Name FF
Use Enable
Trigger Type sensor
Action Type img
Upload Type =d
File Format avi
Audio Enable
Input Condition active
Image Frq. NONE
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Select the suffix T+D+P
Schedule A100:00~23:59

@—{ Save ][ Cancel ]

Enter a descriptive event name.

Select the enable

Select the trigger type to motion detection.
Select the action type to upload image.
Select the upload type to FTP.

Select the FTP server that will receive uploaded image files.

N o vk w N

Select the image frequency. (frame per second)
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Select the pre-trigger buffer.

Select the post-trigger buffer.

Enter a descriptive image name.

Select the suffix of image name.

Select the schedule by a day of the week.

Enter the start time in a 24hour format.

Enter the end time in a 24hour format.

Click the Add button to add configuration on the event list.

Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/Video from the time immediately preceding the

trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused

the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains

images/video from the time immediately after the trigger.

Important: Image frequency and Pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Motion Detection + Upload Image + E-mail]

EVENT ACTIONS @)
Trigger/Action Type ?
Event Name Use |@ Enabe O Disablel Select Upload Type

E-MAIL Selection

sendaToemai) @— siect @ |
Messsge  @— | images per email 9
Image Upload Setting

Image frequency fps Image Name @—:]

Pre-trigger buffer ((j/ seconds [ Trigger Type [J patermime
Select the sufﬁx@—o
Post-trigger buﬁ‘e T [J 1P Address

Schedule to respond on Trigger
Schedule @—+|:| Always 0sim [ wmon [0 1we [ wed Ome Orf O Satl

' o = E— atme@— |
(182

Event List
Event Enable Trigger Action Type Select Configuration
FF Enable sensor img (O | [Event Name FF
Use Enable
Trigger Type sensor
Action Type img
Upload Type sd
File Format avi
Audio Enable
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Select the suffix T+D+IP
Schedule A 100:00~23:59

®—+ Save ][ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to motion detection.
Select the action type to upload image.
Select the upload type to E-mail.

Enter the e-mail address which receives image files.

N o v~ W

Enter a descriptive subject.
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Enter a descriptive message.

Select the number of images.

Select the image frequency. (frame per second)
Select the pre-trigger buffer.

Select the post-trigger buffer.

Enter a descriptive image name.

Select the suffix of image name.

Select the schedule by a day of the week.
Enter the start time in a 24hour format.

Enter the end time in a 24hour format.

Click the Add button to add configuration on the event list.

Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/Video from the time immediately preceding the

trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused

the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains

images/video from the time immediately after the trigger.

Important: Image frequency and Pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Motion Detection + Upload Image + SD Card]

EVENT ACTIONS

Trigger/Action Type ?
Event Name Use b Enable O Disable |

Trigger Type Motion Detection v Action Type Upload Image v

SD CARD Selection

)

Select Upload Type

[socaro Y
5

Select File Format {(§) JPEG v Audio Enable Disable 7

Image Upload Setting

Image frequency fps Image Name m—:

8
Pre-trigger buffer seconds
Post-trigger buffei[l) seconds

[J 1P Address

|:| Trigger Type D Date/Time
Select the sufﬁx@—<

Schedule to respond on Trigger

Schedule ®—+ [ aways [ sun [J won [ Tue [J wed [ Thu O ri [ sat
sotme  @—4 | eatme@®— |
(160
Event List
Event Enable Trigger Action Type Select Configuration

FF Enable sensor img (O | |EventName FF
Use Enable
Trigger Type sensor
Action Type img
Upload Type sd
File Format avi
Audio Enable
Input Condition active
Image Frq. NONE
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Select the suffix T+D+IP
Schedule A100:00~23:59

@—4 Save ][ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to motion detection.
Select the action type to upload image.
Select the upload type to SD CARD.

Select the recording file format.

o v A W NP
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7. Enable or disable the Audio.
Note: When select the JPEG file format the audio will be disabled.

8. Select the image frequency. (frame per second)
Note: When select the AVI file format, the image frequency will be disabled.

9. Select the pre-trigger buffer.

10. Select the post-trigger buffer.

11. Enter a descriptive image name.

12. Select the suffix of image name.

13. Select the schedule by a day of the week.

14. Enter the start time in a 24hour format.

15. Enter the end time in a 24hour format.

16. Click the Add button to add configuration on the event list.

17. Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/video from the time immediately preceding the
trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused
the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains
images/Video from the time immediately after the trigger.

Important: Image frequency and Pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Motion Detection + Activate output]

EVENT ACTIONS

Trigger/Action Type Q
Event Name Use I@ Enable O Disablel

Trigger Type Motion Detection v Action Type Activate Output ~

Activate Output
Output G—D Enable Output Active Time ®—+:| Seconds

Schedule to respond on Trigger

Schedule e—{D Always O sim [ won [ Twe [ wed O thu

O i

O sat |

D=

Event List

. . Show o :
Configuration
Event Enable Trigger Type Action Config g

[ Modify ] [ Copy ][ Remove ]

W Save ][ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to motion detection.
Select the action type to activate output.
Check the enable.

Enter the output active time.

Select the schedule by a day of the week.

Enter the start time in a 24hour format.

© o N o v A W

Enter the end time in a 24hour format.
10. Click the Add button to add configuration on the event list.

11. Click the Save button to save configuration.
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Action configuration for [Motion Detection + E-mail Notification]

EVENT ACTIONS

Trigger/Action Type @
Event Name Use I® Enable O Disabie]

Trigger Type Motion Detection hd Action Type Email Motification b

E-mail Notification

Send Totemai (@) | suet @
Message m ‘

D) (==

Event List

Show | configuration
n

Event Enable Trigger Type Action Config

[ Modify ][ Copy ][ Remove ]

@—f Save ][ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to motion detection.

Select the action type to e-mail notification.

Enter the e-mail address which receives notification.
Enter a descriptive subject.

Enter a descriptive message.

Click the Add button to add configuration on the event list.

© % N o v A W N

Click the Save button to save configuration.
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Action configuration for [Sensor Input + Upload Image + FTP]

EVENT ACTIONS ®))
Trigger/Action Type
Event Name Use |® gnable (O Disable | Select Upload Type
Trigger Type 3 Action Type Upload Image v FTP v
Input Condition Active v 4 5 6
FTP Selection
Select FTP Server&-" Server 1: 191 v
Image Upload Setting
Image frequency fps Image Name m—:]
Pre-trigger buffer (] seconds [ Trigger Type [J patermime
Select the suffix (/) —
Post-trigger buffer([1) seconds [] 1 Address
Schedule to respond on Trigger
Schedule @—+|:| Always Osin Owon Ote Oweda Ome OFi O sat |
sotme @ | marme@— |
o~
Event List
Event Enable Trigger Action Type Select Configuration
FF Enable sensor img (O | [EventName FF
Use Enable
Trigger Type sensor
Action Type img
Upload Type sd
File Format avi
Audio Enable
Input Condition active
Image Frq. NONE
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Select the suffix T+D+P
Schedule A /00:00~23:59

®—+ Save ][ Cancel ]

Enter a descriptive event name.
Select the enable.

Select the trigger type to sensor in.

> w N

Select the input condition

A. Active — Event will trigger when the input condition is active.
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B. Inactive — Event will trigger when the input condition is inactive.
C. Change - Event will trigger when input condition is changed.
Select the action type to upload image.

Select the upload type to FTP.

Select the FTP server that receives uploaded image files.

Select the image frequency. (frame per second)

© 0 N o w

Select the pre-trigger buffer.

10. Select the post-trigger buffer.

11. Enter a descriptive image name.

12. Select the suffix of image name.

13. Select the schedule by a day of the week.

14. Enter the start time in a 24hour format.

15. Enter the end time in a 24hour format.

16. Click the Add button to add configuration on the event list.

17. Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/video from the time immediately preceding the
trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused
the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains
images/Video from the time immediately after the trigger.

Important: Image frequency and Pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Sensor Input + Upload Image + E-mail]

EVENT ACTIONS
Trigger/Action Type
Event Name Use
Trigger Type 3 Action Type
Input Condition
E-MAIL Selection
Send To (E-mail) 0—:

Image Upload Setting

?

@

|® Enabe O Disable| Select Upload Type
5 6
Subject O« ]

Images per email

mavetame @ |

Image frequency ((j fos
Pre-trigger buffer 12 seconds D Trigger Type E] Date/Time
Select the suffif[D—9

Post-trigger buffer ) seconds I  Address

Schedule to respond on Trigger

Schedule @—+ O Aways Osin Owmon Otwe [Owed Ome OFi [O sat

sutme @t | atme@— |

@—o Reset
Event List
Event Enable Trigger Action Type Select Configuration
FF Enable sensor img (O | [EventName FF

Use Enable
Trigger Type sensor
Action Type img
Upload Type sd
File Format avi
Audio Enable
Input Condition active
Image Frqg. NONE
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds

Select the suffix
Schedule

Remove

@—+ Save ][ Cancel ]

Enter a descriptive event name.
Select the enable.

Select the trigger type to sensor in.

> w N e

Select the input condition

A. Active — Event will trigger when input condition is active.

B. Inactive — Event will trigger when input condition is inactive.

T+D+IP
A100:00~23:59
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C. Change - Event will trigger when input condition is changed
Select the action type to upload image.

Select upload type to E-mail.

Enter the e-mail address which receives image files.

Enter a descriptive subject.

Enter a descriptive message.

Select the number of images.

Select the image frequency. (frame per second)

Select the pre-trigger buffer.

Select the post-trigger buffer.

Enter a descriptive image name.

Select the suffix of image name.

Select the schedule by a day of the week.

Enter the start time in a 24hour format.

Enter the end time in a 24hour format.

Click the Add button to add configuration on the event list.

Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/video from the time immediately preceding the

trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused

the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains

images/Video from the time immediately after the trigger.

Important: Image frequency and Pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Sensor Input + Upload Image + SD Card]

EVENT ACTIONS Q
Trigger/Action Type ?
Event Name Use |@ Enable O Disablel Select Upload Type

Trigger Type Sensor In VH, Action Type Upload Image v SDCARD v

SD CARD Selection
select File Format ({4 Audio Enable  Disable -0

Image Upload Setting

Image frequency fps Image Name @—:

Pre-trigger buffer ([} seconds [J Trigger Type [J patertime
select the suffir{ )4

Post-trigger buffer{(k]| seconds

Schedule to respond on Trigger

Schedule @—{D Always [0sun [ wMon [ 7tue [ wed Ome Oeri O Satl

|:| IP Address

sattme  @— | matme—4 |
(17
Event List
Event Enable Trigger Action Type Select Configuration

FF Enable sensor img (O | [Event Name FF
Use Enable
Trigger Type sensor
Action Type img
Upload Type sd
File Format avi
Audio Enable
Input Condition active
Image Frq. NONE
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Select the suffix T+D+P
Schedule A /00:00~23:59

@—‘ Save I[ Cancel ]

Enter a descriptive event name.
Select the enable.

Select the trigger type to sensor in.

> w N e

Select the input condition
A. Active — Event will trigger when input condition is active.
B. Inactive — Event will trigger when input condition is inactive.

C. Change — Event will trigger when input condition is changed
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Select the action type to upload image.
Select the upload type to SD CARD.

Select the recording file format.

© N o wu

Enable or Disable the audio.
Note: When the JPEG file format is selected, the audio will be disabled.

9. Select the image frequency. (frame per second)
Note: When the AVI file format is selected, the image frequency will be disabled.

10. Select the pre-trigger buffer.

11. Select the post-trigger buffer.

12. Enter a descriptive image name.

13. Select the suffix of image name.

14. Select the schedule by a day of the week.

15. Enter the start time in a 24hour format.

16. Enter the end time in a 24hour format.

17. Click the Add button to add configuration on the event list.

18. Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/video from the time immediately preceding the
trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused
the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains
images/Video from the time immediately after the trigger.

Important: Image frequency and Pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Sensor Input + Activate Output]

EVENT ACTIONS Q@
Trigger/Action Type Q
Event Name Use |® enable O pisable|
Trigger Type 3 Action Type Activate Output A
Activate Output
Output @—D Enable Output Active Time e—+:|5ecun‘l:ls
Schedule to respond on Trigger
Schedule @-{D Always Osin Owon Otee Dwes e [Fi [ sat

saitme @4 N S E—
=
Event List
Event Enable Trigger Type Action Show || ¢ onfiguration

Config

[ Modify J [ Copy ][ Remove ]

@ Save ][ Cancel ]

Enter a descriptive event name.
Select the enable.

Select the trigger type to sensor in.

> w N

Select the input condition

A. Active — Event will trigger when input condition is active.

B. Inactive — Event will trigger when input condition is inactive.
C. Change — Event will trigger when input condition is changed.
5. Select the action type to activate output.

6. Check the enable.

7. Enter the output active time.

8. Select the schedule by a day of the week.

9. Enter the start time in a 24hour format.

10. Enter the end time in a 24hour format.

11. Click the Add button to add configuration on the event list.

12. Click the Save button to save configuration.
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Action configuration for [Sensor Input + E-mail Notification]

EVENT ACTIONS

Trigger/Action Type @

Event Name Use I® Enable O Disabie]

Trigger Type 3 Action Type Email Motification b

E-mail Notification

swee @4

Send To(email)

Message ®—+ ‘
- s

Event List

Show | configuration
n

Event Enable Trigger Type Action Config

[ Modify ][ Copy ][ Remove ]

@—f Save ][ Cancel ]

Enter a descriptive event name.
Select the enable.

Select the trigger type to sensor in.

> w N

Select the input condition
A. Active — Event will trigger when input condition is active.

B. Inactive — Event will trigger when input condition is inactive.

C. Change — Event will trigger when input condition is changed.

Select the action type to e-mail notification.

Enter the e-mail address which receives notification.

5

6

7. Enter a descriptive subject.
8. Enter a descriptive message.
9

Click the Add button to add configuration on the event list.

10. Click the Save button to save configuration.
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Action configuration for [Manual Trigger + Upload Image + FTP]

EVENT ACTIONS

Trigger/Action Type ?

Event Name Use |@ Enable O Disablel
Trigger Type Manual Trigger v Action Type Upload Image v
FTP Selection
Select FTP Server 0—+Server1 :191 v

Image Upload Setting

Image frequency fps Image Name @—:

@

Select Upload Type

Pre-trigger buffer seconds [ Trigger Type [ patertime
Select the sufﬁxm-l

[J p Address

Post-trigger buffer seconds

Schedule to respond on Trigger

Schedule ®—+D Always Osin OwMen [dtwe Oweda Ome OrFi [O sat
sattme  @B— | eaTme@—4 |
(15
Event List
Event Enable Trigger Action Type Select Configuration
FF Enable sensor img (O | Event Name FF

Use Enable
Trigger Type sensor
Action Type img
Upload Type =d
File Format avi
Audio Enable
Input Condition active
Image Frg. NONE
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Select the suffix T+D+IP
Schedule A 100:00~23:59

—
@—* Save ][ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to manual trigger.
Select the action type to upload image.
Select the upload type to FTP.

Select the FTP server that receives uploaded image files.

N o vk w N

Select the image frequency. (frame per second)
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Select the pre-trigger buffer.

Select the post-trigger buffer.

Enter a descriptive image name.

Select the suffix of image name.

Select the schedule by a day of the week.

Enter the start time in a 24hour format.

Enter the end time in a 24hour format.

Click the Add button to add configuration on the event list.

Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/Video from the time immediately preceding the

trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused

the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains

images/video from the time immediately after the trigger.

Important: Image frequency and pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Manual Trigger + Upload Image + E-mail]

EVENT ACTIONS
Trigger/Action Type
Event Name Use
3
E-MAIL Selection
Send To (E-mail)

6 o S
(3 o S—

Image Upload Setting

Message

fos

Image frequency (([1)

?

|® Enabe O oisabse|

Subject

Images per email

magetame @ ]

@

Select Upload Type

Pre-trigger buffer ((j| seconds [J Trigger Type [J paterrime
Select the sufﬁx@—o

Post-trigger buffei /] seconds [ 1 Address

Schedule to respond on Trigger

Schedule B0 aways  Osn Owon rve wed e O Fi [ saf

satTme - | enaTime— |

o~
Event List
Event Enable Trigger Action Type Select Configuration
FF Enable sensor img (O | [Event Name FF

Use Enable
Trigger Type sensor
Action Type img
Upload Type sd
File Format avi
Audio Enable
Input Condition active
Image Fra. NONE
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Select the suffix T+D+IP
Schedule A 00:00~23:59

@—f Save ]

[ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to manual trigger.
Select the action type to upload image.

Select the upload type to E-mail.

o v A W N

Enter the e-mail address which receives image files.
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7. Enter a descriptive subject.
Enter a descriptive message.
Select the number of images.
10. Select the image frequency. (frame per second)
11. Select pre-trigger buffer.
12. Select post-trigger buffer.
13. Enter a descriptive image name.
14. Select the suffix of image name.
15. Select the schedule by a day of the week.
16. Enter the start time in a 24hour format.
17. Enter the end time in a 24hour format.
18. Click the Add button to add configuration on the event list.

19. Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/Video from the time immediately preceding the
trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused
the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains
images/Video from the time immediately after the trigger.

Important: Image frequency and pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Manual Trigger + Upload Image + SD Card]

EVENT ACTIONS &)

Trigger/Action Type ?
Event Name Use |@ Enable O Disable| Select Upload Type

Trigger Type Action Type Upload Image v SD CARD B4
3 4 5
SD CARD Selection

Select File Format (()—®Jrec v Audiol Enable * Disable +—6

Image Upload Setting

Image frequency fps Image Name m—:

Pre-trigger buffer seconds [ Trigger Type [ patermime
Select the sufﬁ@—i

Post-trigger buffer([l) seconds

Schedule to respond on Trigger
Schedule ®—+D Always [J sun [J mon [ Tue [J wed [J Thu Orm O Satl

B | E— o S
O~

[] 1 Address

Event List
Event Enable Trigger Action Type Select Configuration

FF Enable sensor img (O | [EventName FF
Use Enable
Trigger Type sensor
Action Type img
Upload Type sd
File Format avi
Audio Enable
Input Condition active
Image Frqg. NONE
Image Name sdman
Pre-trigger buffer 3 seconds
Post-trigger buffer 10 seconds
Select the suffix T+D+IP
Schedule A100:00~23:59

@—‘ Save ][ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to manual trigger.
Select the action type to upload image.
Select the upload type to SD CARD.

Select the recording file format.

N o vk~ w N

Enable or disable the audio
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Note: When the JPEG file format is selected, the audio will be disabled.

8. Select the image frequency. (frame per second)
Note: When the AVI file format is selected, the image frequency will be disabled.

9. Select the pre-trigger buffer.

10. Select the post-trigger buffer.

11. Enter a descriptive image name.

12. Select the suffix of image name.

13. Select the schedule by a day of the week.

14. Enter the start time in a 24hour format.

15. Enter the end time in a 24hour format.

16. Click the Add button to add configuration on the event list.

17. Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/video from the time immediately preceding the
trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused
the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains
images/Video from the time immediately after the trigger.

Important: Image frequency and pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Manual Trigger + Activate Output]

EVENT ACTIONS

Trigger/Action Type Q
Event Name Use I@ Enable O Disablel

Trigger Type Manual Trigger v Action Type Activate Output ~

Activate Output
Output G—D Enable Output Active Time ®—+:| Seconds

Schedule to respond on Trigger

Schedule e—{D Always O sim [ won [ Twe [ wed O thu

O i

O sat |

D=

Event List

. . Show o :
Configuration
Event Enable Trigger Type Action Config g

[ Modify ] [ Copy ][ Remove ]

W Save ][ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to manual trigger.

Select the action type to activate output.

Check the enable.

Enter the output active time.

Select the schedule by a day of the week.

Enter the start time in a 24hour format.

© o N o v A W

Enter the end time in a 24hour format.
10. Click the Add button to add configuration on the event list.

11. Click the Save button to save configuration.
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Action configuration for [Manual Trigger + E-mail Notification]

EVENT ACTIONS

Trigger/Action Type @
Event Name Use I® Enable O Disabie]

Trigger Type Wanual Trigger hd Action Type Email Notification A

E-mail Notification

Send Totemai (@) | suet @
Message m ‘

D) (==

Event List

Show | configuration
n

Event Enable Trigger Type Action Config

[ Modify ][ Copy ][ Remove ]

@—f Save ][ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to manual trigger.

Select the action type to e-mail notification.

Enter the e-mail address which receives notification.
Enter a descriptive subject.

Enter a descriptive message.

Click the Add button to add configuration on the event list.

© % N o v A W N

Click the Save button to save configuration.
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Action configuration for [Network Fail + Upload Image + SD Card]

EVENT ACTIONS

Trigger/Action Type ?

Event Hame | | Use e—+ (S) Enakle O Dizakle | Select Upload Type

Trigger Type :N etwork, Fail :| Action Type 0_.'U pload Image v_] e—q'S_DEQ_H_D_?__!

SO CARD Selection ?

Select File Format ?-JF'EG _\'1| Audio | Enable Dizakle |

Image Upload Setting

Image frequency 6—91 V:I fps Image Hame m_'—_l

Pre-trigger buffer 0—’ ¥ | seconds [ Trigger Type [ paterime
Select the suﬁi@"‘

Post-trigger huffer :—D V_I zeconds [ P sddress

Schedule to respond on Trigger

Schedule ®—+ [ sbwvays [ zun T mon O Tue I wed [ Thu [ Fri

Start Time @—t'—| End Time @—!7:1
R
Event List
Event Enable Trigger Action Type Select

@—{ Save ][ Cancel ]

Enter a descriptive event name.

Select the enable.

Select the trigger type to network fail.
Select the action type to upload image.
Select the upload type to SD CARD.

Select the recording file format.

N o vk w N

Enable or disable the audio
Note: When the JPEG file format is selected, the audio will be disabled.

8. Select the image frequency. (frame per second)

Note: When the AVI file format is selected, the image frequency will be disabled.

9. Select the pre-trigger buffer.
10. Select the post-trigger buffer.
11. Enter a descriptive image name.
12. Select the suffix of image name.

13. Select the schedule by a day of the week.
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14. Enter the start time in a 24hour format.
15. Enter the end time in a 24hour format.
16. Click the Add button to add configuration on the event list.

17. Click the Save button to save configuration.

Note: Pre-trigger buffer - A pre-trigger buffer contains images/video from the time immediately preceding the
trigger. These are stored internally in the camera. This buffer can be very useful when checking to see what caused
the trigger.

Post-trigger buffer - This function is the counterpart to the pre-trigger buffer described above and contains
images/Video from the time immediately after the trigger.

Important: Image frequency and pre-trigger buffer can be changed depending on the settings of JPEG frame rate.
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Action configuration for [Network Fail + Activate Output]

EVENT ACTIONS

Trigger/Action Type

Event Hame o—O_

¢ Metwork Fai v

(bt A |

Trigger Type

Activate Output

Cutput 6——.::‘ Enable

Schedule to respond on Trigger

Use 9—+ @ Enakile O Dizable |

Action Type | Activate Output vb—o

Output Active Time @—1:‘_ 1 Seconds (1..255)

Schedule 0—‘“:‘ Always [ sun [ Mon [ Tue [ wed [ Thu [ Fri | Sa1|

Start Time e—;

| End Time | 10—9

B
Event List
Event Enable Trigger Action Type Select
oy

m—{ Save ][ Cancel ]

Select the enable.

Check the enable.

Enter the output active time.

© o N oA W

Enter the end time in a 24hou

Enter a descriptive event name.
Select the trigger type to network fail.

Select the action type to activate output.

Select the schedule by a day of the week.

Enter the start time in a 24hour format.

r format.

10. Click the Add button to add configuration on the event list.

11. Click the Save button to save configuration.
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Action configuration for [SD Card Scheduling]
Note: The avi file is continuously saved as 1 minute files.
EVENT ACTIONS
Trigger/Action Type
Event Hame | ] Use ‘ & Enable ) Dizable
Trigger Type 5D Card Scheduling
AVIfile Uplead Setting ?

Audio e—+ @ Enakle O Disakle | D Trigoer Type D DateTime

N Select the suffix
AVI File Hame "*‘1 [ 1P Address

SD CARD Scheduling List Setup

Index IEL‘@ Use E—e

@q

Schedule to respond on Trigger

Schedule 6—+[| Abavays sn Owon O rtee wed e Ori O sat

Start Time ev—q'— End Time: '—|5~®
i
Event List
Event Enable Trigger Action Type Select

@—{ Save ][ Cancel ]

Select the trigger type to sd card scheduling.
Select the enable.

Select the enable.

Enter the avi file name.

Select the suffix of the image name.

Select the SD card scheduling list setup index
Select use.

Select the schedule by a day of the week.

© % N o v A W NP

Enter the start time in a 24hour format.
10. Enter the end time in a 24hour format.
11. Click the Add button to add configuration on the event list.

12. Click the Save button to save configuration.
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Action configuration for [Reboot]

EVENT ACTIONS

Trigger/Action Type Q
Event Name Use |® enabe  © pisalef

E-mail Notification

sena Toteman) (@) suet @
Message @ |

D) =)

Event List
Show . :
i i Configuration
Event Enable Trigger Type Action Config g
[ Modify ][ Copy ][ Remove ]

@—‘ Save ][ Cancel ]

1. Enter a descriptive event name.

2. Select the enable.

w

Select the trigger type to reboot.

Note: Action type is pre-selected to e-mail notification.

Enter the e-mail address which receives notification.
Enter a descriptive subject.

Enter a descriptive message.

Click the Add button to add configuration on the event list.

® N o uobs

Click the Save button to save configuration.
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Advanced > Motion Settings

This section describes how to configure the Motion Detection.

MOTION DETECTION @
BASIC
---------------------- 0—~ Motion Detection Area

ol

Camera Setting
Event Server
Event Actions
Mation Settings
SMTP

Advanced Metwork
HTTRS

RTP

Mask

Live Wiewy Layout
IP Address Fitter
LEL f Parts
SDCARD

£} maNTENANCE

#  SUPPORT

9—~ Motion Detection Setting

Motion Detection Setup

Window Hame Object Size Sensitivity Idle Time

| S RN FS—— v| = v [ v Add

Motion Detection List

Window Hame Object Size Sensitivity Idle Time Modify / Remove

Save Cancel

1. Motion Detection Area
A. This screen displays the live video image and users can configure the motion
detection field as desired on the screen.
2. Motion Detection Setting
A. Motion Detection Setup — Creates Motion Detection field. Enter the name of the
Motion Detection field, Object Size, Sensitivity and Idle Time. Click the add button
to create the new field.
B. Motion Detection List — Display all of the Motion Detection fields. Click the modify
button to modify setting values. Click the remove button to erase the Motion

Detection field.

Note: A total of 5 motion fields can be configured.
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Configuration of motion detection

Create the Motion Detection window in the following steps.

MOTION DETECTION @

Motion Detection Area

Motion Detection Setting

Motion Detection Setup

Window Name Object Size Sensitivity Idle Time

1 Sl > ST 3 SR SE

Motion Detection List

Window Name Object Size Sensitivity Idle Time Modify / Remove
Car 10 1005 s (sodity ]  (Remove ]

@—{ Save ][ Cancel

1. Enter a descriptive window name.

2. Select the Object Size.

Note: Higher level — Only very large objects trigger motion detection.
Lower level — Even small objects trigger motion detection.
(Recommended values: 10 ~ 20%)

3. Select Sensitivity.

Note: Higher level — Ordlinary colored objects on ordinary backgrounds will trigger the motion detection.
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Lower level — Only very bright objects on a dark background will trigger the motion detection.
(Recommended values: 40 ~ 50%)

4. Select Idle Time.

Note: Set the idle time to avoid continued event triggering by motion detection. Event will not be triggered
aqgain during this period of time.

Click the add button to create a new Motion Detection window.
Display the name of Motion Detection window.
Click the center of the window and drag to the desired position.

Drag the bottom right-hand corner to adjust the window size.

© ® N o w

Click the save button to save configuration.

Examples:

A.Avoid triggering on small objects in the video image by setting the Object Size level to high.

B. 1o reduce the number of triggers when there are a lot of movements during a short period of time
select a high Idle Time level.

C. To only detect flashing light low Sensitivity should be selected. In other cases, a high Sensitivity level is

recommended.
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Advanced > SMTP

This section describes how to configure the SMTP server.

?
BASIC
---------------------- o—‘ SMTP Server

iiedetiiaiatiutriiiate it Server Hame
Camera Setting | |

Event Server

User Hame | |
Event Actions
Motion Settings Password [ |
SMTP
Advanced hetwork

HTTRS

RTP

Mask

Live Wiewe Layout
IP Address Fitter
LEL f Parts

S0 CARD

{} WAINTENANCE

@ SUPPORT

1. SMTP Server

A. Server Name — Enter the SMTP server’s Network address or host name.

Important: A DNS server must be specified in the Setup>Advanced>Advanced network if you are using a
host name.

B. User Name — Enter the user account which is registered with the SMTP server.

C. Password — Enter the user password.

Note: If your mail server does not require authentication, you dont need to enter the user name and

password.
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Advanced > Advanced Network

This section describes the advanced network settings.

ADVANCED NETWORK Q
BASIC
---------------------- o« Host Name Setting

------------------- T o
Camera Setting HostName [KNE130HD |

Event Server

Event Actions e—o DNS Setting

hiotion Settings

i Primary DHS (0000 |
Achvanced Metwork Secondary DHS [n0.00 |
HTTPS

RTP ]

ey e—o NTP Setting

Live Vieww Layout NTP IP Address |pool.rtp.org

IP Address Fitter
LEL f Parts

e—oHTTP
S0 CARD

HTTP Port [a0

{} WANTENANCE

-
3 SUPPORT [ Hps

HTTPS Port [443
@—‘ RTSP
RTSP port 554

o*UPNP

[ Enable uphp

@—o DDNS Service

[ Enable
Host Hame: |.0ptinet.c:0.kr

0-0 DDNS Service Status

Registered Host Hame

DONS Service Status

Save Cancel

1. Host Name Setting
A. Host Name — The Network Camera can be accessed using a host name instead of
an IP address. The host name is usually the same as the assigned DNS name. It is
always the first part of a fully qualified domain name and is always one word, with

no period.

2. DNS Setting
A.  Primary DNS - Enter the IP address of the primary DNS server. This server provides
the translation of host names to the IP addresses on your network.
B. Secondary DNS - Specify the IP address of the secondary DNS server. This will be

used if the primary DNS server is unavailable.
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Note: When setting up the Network Camera to use DHCP servers for obtaining network settings, the Network
Camera will automatically look up and use the DNS server settings as provided by DHCR

3. NTP Setting
A. NTP IP Address — Enter the NTP server’s IP address or host name.

Important: The DNS server must be specified if you are using a host name.

4. HTTP
A. HTTP Port — Enter the HTTP port the Network Camera will use. The default port is
80. Alternatively, any port in the range 1024-65535 may be used, but check first
with your system administrator before changing the default setting.
5. HTTPS
A. HTTPS Port — Enter the HTTPS port the Network Camera will use. The default port
is 443. Alternatively, any port in the range 1024-65535 may be used, but check first
with your system administrator before changing the default setting.
6. RTSP
A. RTSP Port — Enter the RTSP port number the Network Camera will use. The default
port is 554.

7. DDNS Service
A. Enable — Check this box to enable DDNS service.

B. Host Name — Enter the host name which you want to use for DDNS service.

8. UPNP
A. Enable UPNP — Check this box to enable UPNP.

9. DDNS Service Status
A. Displays the DDNS service’s status in your ip product.
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Advanced > HTTPS

This section describes the HTTPS settings. HTTPS provides encryption and secure identification

of the server over an insecure network.

°

BASIC

ADVANCED

B Camera Sefing

BT State or province: Subject name: [C=28/5T=8/L=8/0=3/0U=s/CH=g8
Event Actions

ity . o 175
Motion Settings Locality: L 1] Created: hu May 13 17:17:58 2010
SMTP Organization: [

\ Vi

Advanced Network Organizational Unit: ‘ |
D HTTPS . .
i CommonMame: | | installed Certificate
n
Wask Nalbckity: Ei days Subject name: no certificate

Live View Layout
IP Address Fitter

LED / Ports
SD CARD

@ suppoRT

Create & Install

o_< Country ‘ ‘

Created certificate request

— Validity:
[ Create self-zigned certificate ]
[ Create certificate request ]

Install signed certificate

Certificate:

(o

1. Create

A. Country — Enter a 2 letter code name of the country where the certificate will be
used.

B. State or province — Enter the name of the local administrative region where the
certificate will be used.

C. Llocality — Enter any other geographical information of the place where the
certificate will be used.

D. Organization — Enter the name of the organization to which the entity identified in
the 'Common Name' belongs to.

E. Organizational Unit — Enter the name of the organizational unit or a department to
which the entity identified in the '‘Common Name' belongs to.

F. Common Name — Enter the name of a person or an entity that the certificate
identifies with.

G. \Validity — Enter the number of days for which the certificate is valid, used in the
case of self-signed certificate only.

H. Create self-signed certificate — Clicking this button after filling all the above details
creates a self-singed certificate.

I Create certificate request — Clicking this button after filling all the above details
except for Validity(validity is used only for a self signed certificate) creates a
certificate request which is in the form of PEM formatted data.

J. Created Certificate Request — Shows the details of the certificate request currently

present in the server.

e Remove — Removes an already existing certificate.
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e View — Shows the PEM formatted certificate request.
K. Installed Certificate — Shows the details of the self signed certificate.

e Remove — Removes an already existing certificate.

2. Install signed certificate
A. Certificate — The certificate is installed by browsing to the location of the certificate

and then clicking Install.
Note: Only one certificate can be installed at a time. To install a new certificate any existing certificate should

be removed first.
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Advanced > RTP

This section describes the RTP settings. The RTP settings manage the IP addresses and port

numbers to use for video and audio streams.

@

IMetwark
Uszers

Wideo & Audia

Date & Time

ADVAHCED

Camera Setting
Event Server

------ O—o Port Range

Start Port B370 [1024. 65535]

End Port ER535 [1025. 65535]

Event Actions IP Address 224101010

et SN Port 7970 [0,1024, .. B5532; even values only]
SMTP

Advanced Metwork Time to live 1 [1..255]

HTTPS
RTF
Mask

Live Wiewe Layout
IP Address Fitter

LED / Parts
S0 CARD

Save Cancel

£} maNTENANCE

@  suppoRT

1. Port Range

A.

The RTP port range defines the range of ports that the video and audio streams
will automatically use. Limit the range of ports permitted for RTP unicast or
multicast by entering the Start port and End port in the provided fields with the
value between 1024 and 65535.

2.  Multicast

A.

IP Address — Enter the IP address that the Network Camera will use for multicast.
Multicast IP address has to be specified in the range 224.xxx.xxX.XXX-239.XXX.XXX.XXX.
Port — Enter the multicast port the Network Camera will use for multicast. The
multicast port can be adjusted in the range 1024-65534 but it has to be even
values. If the multicast port is O, the Network Camera will assign the multicast port
automatically.

Time to Live — If IP packets (i.e. data) fail to get delivered to their destination within
a reasonable length of time (which could be for various reasons), this setting will
tell network routers when to discard the packet.

The value is usually measured in 'hops’, i.e. the number of network routers that can

be passed before the packet arrives at its destination or drops in the middle.
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Advanced > Mask

This section describes how to configure privacy mask.

SETUP MASK @
BASIC
...................... 0—~ Privacy Mask Area

Camera Setting
Event Server
Event Actions
Mation Settings
SMTP

Advanced hetwork
HTTRS

RTP

hdask

Live Wiewe Layout
IP Address Fitter
LEC f Parts
ShCARD

L} mANTENANCE

®  SUPPORT

9—- Privacy Mask Setting

Setup Mask
Window Hame Use
| Add
Mask List
Window Hame Use Modify / Remove

Save Cancel

1. Privacy Mask Area
A. This screen displays the live video image and user can configure a Privacy Mask

window as desired on the screen.

2. Privacy Mask Setting
A. Setup Mask — Creates Privacy Mask window. Enter the name of the Privacy Mask
window, enable the check box for use then click the add button to create a new
window.
B. Mask List — Display all of the Privacy Mask windows. Click the modify button to

modify setting values. Click the remove button to erase the Privacy Mask window.

Note: A total of 2 Privacy Mask window can be configured.
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Configuration of privacy mask

Create a Privacy Mask window with the following steps as shown below.

MASK @

Privacy Mask Area

Privacy Mask Setting

Setup Mask
Window Name Use Modify / Remove
0_4( | 9_.|:| 3 Add
Mask List
Window Name ‘ Use Modify / Remove ‘
Mask_01 \ ¥ (Modify ] ; [ Remove ] \
(7 S
1. Enter a descriptive window name.
2. Check the check box for use.
3. Click the add button to create the new Privacy Mask window.
4. Displays the name of Privacy Mask window.
5. Click the center of the window and drag to the desired position.
6. Drag the bottom right-hand corner to adjust the window size.
7. Click the save button to save the configuration.
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Advanced > Live View Layout

This section describes the settings of the live view layout.

o_. Display Control in the Live view
ADVANCED

Display Mic and Speaker button

Camera Setting

Event Server Display Snapshot button and Recording button
Event Actions Display Manual Trigger button
B Motion Setti =
g = Dizplay Manual Quiput button Ilme: seconds
SMTP
Advanced Network
HTTPS 9—~ User Defined Web Links
RTP
Mask [ Display Custom Link1 name | URL [nttp:/ |
Live View Layout =
- [ Display Custom Link2 Namel:l URL|hﬂp2m ‘
IP Address Fitter
LED / Forts [ Display Custom Links Mame[ ] URL [nttp:t |
SD CARD
4 Display Custom Link4 Name |:| URL |hﬂp:h‘ ‘
{3 mamTeEnance
_ [ Display Custom Links name| | URL [htp:/s \

®  suppoRT

1. Display Control in the Live View

® The live view page can be customized as desired. To enable the control buttons,

check the preferred check box.

® In case of Manual alarm button, users can select pulse or active/inactive mode.

2. User Defined Web Links

® Displays the web link specified by the user in the live view page.
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Advanced > IP Address Filter

This section describes how to deny access to the Network Camera from a specific IP address.

BASIC
---------------------- O—o Security Function

ADVAHCED
--(Ea-r;q-e;a- _S_e_ﬂ_.ﬁg_ __________ D Enable IP address fiter Deny Al
Event Server
Evert Actions 9—. IP Filter
Moation Settings Ad IP Filter
SMTP
Starting IP Address Ending IP Address
Advanced hetwork
HTTRS
RTP
Mask IP Filter List
B3 Live “iews Layout
! L S5 L Starting IP Address Ending IP Address
IP Addresz Fitter
B3 LED / Part:

S0 CARD

ﬁ MAINTENANCE

@  suppoRT

1. Security Function: Deny

Add

Modify / Remove

)]

A. Enable IP address filter — Checking this option will allow the user to either deny or

allow access to the ip address in the list, which can be controlled by clicking on

Deny or Allow option.
2. 1P Filter

A. Add IP Filter — Enter the IP address that you want to reject. The IP address can be

entered by range.

B. IP Filter List — Displays all of the denied IP address. Click the modify button to

modify setting values. Click the remove button to erase the IP address.
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Advanced > LED / Ports

This section describes the setting of the status LED and the input / output port.

g sewe 10 PORT @
BASIC
______________________ o—. Status LED

ADVAHCED

el el @ On - Ahways LED Onioff
Camera Setting
Event Server O Off - Alwvays LED Onioff

Evert Actions
Mation Settings

S 9—. Input/Output Port State
Addvanced Metwoark

Flazh - Wwhenever someone access the IP camera, The LED flashes

HTTPS Input Mormal State Input Currert State : open
RTP

Mazk Cutput Mormal State Cutput Current State open
Live iew Layout

IP Adldress Fitter -

LED /Porta [ Save ] [ Cancel |

SDCARD

{3 mnnTENANCE

@ support

1. Status LED
® The Status LED on the Network Camera can be configured to behave in different
ways.
® On — The status LED shows steady red during normal operation.
® Off — The status LED is off during normal operation.
® Flash — The status LED flashes whenever images are fetched.
2. Input/Output Port State
® Configures the status of the digital input and output port.
® The Input/Output state of both the Normal and Current States are disconnected
when its status is “Open,” meaning that there is no signal received by the Network

Camera.
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Advanced > SD CARD

This section describes how to manage SD Cards and search for recorded files.

@

BA

ADVANCED a—dnformatlon

Camera Setting Capacity - 7565 MB Usage :98.3%

Event Server

Event Actions 9—~Command

Motion Settings Status :

SMTP

Advanced Network Format to SD CARD

HTTPS

TP Unmountto SD CARD

Mask 5

i ) e—ﬂemng

Live View Layout

IP Address Fiter overwrite (& Enable O Disable

LED / Ports

O MAINTENANCE

= 4 Search Recording Files

#  SUPPORT
. Trigger type All Motion Detection Sensgor In Manual Trigger Metwork Fail
Day of week Al Sun Mon Tue Wed Thu Fri Sat

@‘ All C’ a Week O a Month O aYear Q Specify
Date

Start Date | | start Time | |
End Date End Time |

1. Information
A. Capacity — It shows the total capacity of the SD card.

B. Usage — It shows a usage percentage of the SD card.
Note: When the overwrite setting is configured to disable, images can't be saved if the available storage

size is less than 8 megabytes.
2. Command
A.  Format — Click the Format button to initialize the SD card.
Caution. This feature will erase all recorded files permanently.
B. Unmount - Click the Unmount button before removing the SD card from the

Network Camera.
Caution: User must follow this procedure prior to removing the SD card in order to prevent damage

to the recorded files.
3. Setting
A. Overwrite — In the event of reaching memory capacity, recorded files will be erased
chronically in order to records new events.
4. Search Recording Files
® You can search through the recorded files. Also the recorded files can be

downloaded or deleted.
Note: We recommend the VILC Media Player for playing recorded files.

(http://www.videolan.org/vic/)
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Recorded File List

When you click on the search button, a recoded file list page will be newly created.

/2 L KTnc . - Windows Internet Explorer

1,236,159, 194/sdcard, cqi?sebrehfile=all &se

Filepame Dage Tima
daf 20090636131730 200%-06-26 13:17:30_
def_ 00906361317 E00%-06-26 13:17:26.5
daf 2009-06-2€ 13:17:24
daf 2005062613172 2009-06-26 13:17:22_127% 132K Delete
daf 20090626131720 2003-06-26 13:17:20_343 162K Delete
dsf 00906361317 F003-06-36 16,704 150K Delate
dsf 20090€2€1317 2009=06=2¢€ 7:14.313 13ZK Dalats
dsf 20090€26131713 2009-06-2€ 13:17:12.503 145K Dalacs
daf 2009062613170% 200%-06-26 13:17:09 852 132K Delete
daf Z0090636131707 0 F003-06-26 13:17:07_441 134K Delate
10 £ile and 39280 yees fras
REVIOUS nzx?—ﬁ

& 2y w0 -

1. Filename - It shows the recorded files in the SD card. You can download it by
clicking the corresponding link.

Date - It shows the date of recorded files in the SD card.

Time - It shows the time of recorded files in the SD card.

Size - It shows the size of recorded files in the SD card.

Command - This is for removing recorded files in the SD card.

PREVIOUS - Go to the previous page of the recording files.

N o vk wN

NEXT - Go to the previous page of the recording files.
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Maintenance > Initialize & Upgrade

This section describes how to reset the Network Camera and upgrade the firmware.

INITIALIZE AND UPGRADE @
& LEIETEL LI 1 Initialize

Initialize & Upograde

Reboct the IP camera
Logs
. SUPPORT Resets all parameters, except the IP parameters, to the original factory settings

Factory Default | Resets all parameters to the ariginal factory seftings

@—. Backup, Restore

Save all parameters to a backup file

Specify the backup file to uze Browse. . and click
9—. Upgrade
Specify the firmware to upgrade | CBrowse. ] and click Upgrade

1. Initialize
A. Reboot — Reboot the Network Camera.
B. Restore — Reset all setting values, except network setting values.

C. Factory Default — Reset all setting values to the original factory settings.
Important: The Default button should be used with caution. Pressing this will return all settings to the factory

default values, which also means that the IP address will need to be set again to make the unit accessible.

2. Backup, Restore
A. Backup — Click the backup button to make a backup of all of the setting values in
the Network Camera.
B. Restore — If it is necessary to restore the camera to previous backed up settings,
click the browse button to locate the saved backup file and then click the restore
button.

3. Upgrade
® Upgrade new firmware for the Network Camera. The latest firmware release can be
downloaded from the KT&C website (http./www.ktncusa.com)
A. Upgrade — To upgrade the firmware for the Network Camera, click the browse

button to find the firmware file and then click the upgrade button.

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved.
Korea Technology & Communications Co., Ltd.

71



KNC-Xi130HD, KNC-Xi210HD User’s Manual

Maintenance > Logs

This section describes the system logs.

k;l SETUP LOGS

{F MAINTENANCE EB- system Logs

Initislize & Upgrade

Logs First Page ] [ <= Previous Page Mext Page =» ] [ Femove Logs
-
X Humber Date and Time Events
1 1970-01-20 16:19:28 admin login
2 1570-01-20 16:19:35 ALARM_EYEMT_ALARMIMN_TRIG
3 1570-01-20 16:19:45 ALARM_EYEMT_ALARMIMN_TRIG
4 1970-01-20 16:19:53 ALARKM_EYEMT_ALARMIN_TRIG
5 1970-01-20 18:20:04 ALARM_EYEMT_ALARMIMN_TRIG
5 1970-01-20 16:20:12 ALARKM_EYEMT_ALARMIN_TRIG
7 1970-01-20 16:20:29 ALARM_EYEMT_ALARMIMN_TRIG
g 1970-01-20 18:20:55 acdmin login
g 1970-01-20 16:21:15 acdmin locgin
10 1970-01-20 16:21:22 aclmin login
1 1970-01-20 16:21:27 admin ogin
12 1970-01-20 18:21:50 acdmin locin
13 1970-01-20 16:21:55 acdmin locin

1. System Logs
® The Network Camera records when a particular event occurs in the log record.

First Page — Go to the first page of the log record.

B. Previous Page — Go to the previous page of the log record.
C. Next Page — Go to the next page of the log record.
D. Remove Logs — Remove all of the log record.
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Support > System / Help

This section describes the system information and help menu.

{3 mamTenance 1

System Infomation

™  suppoRT Model Number KNC-Xi130HD

IP Address 211.238.159.195 - Static

Firmware Version KNC-Xi130HD.1.0.0

Serial Number K5100001

Mac Address 00-15-dc-00-00-41
HELP

g—~Guide For Troubleshooting

Please use the troublesheoting guide when you have problems.

Q—oServer Information for Repair

Dizplay the latest data of the softweare activity of the camera

1. System Information

® Displays the system information of the Network Camera.

2. Guide for Troubleshooting
® If you suspect a problem is being caused by incorrect configuration or some other

minor problem, consult the troubleshooting guide.

3. Server Information for Repair

® It would be helpful when you contacting your support channel with this report.
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Product Specifications

ITEM DESCRIPTION NOTE
Model Name KNC-Xi130HD, KNC-Xi210HD
) KNC-Xil30HD 1/3” SONY 1.3M Progressive Scan CMOS
Image Device -
KNC-Xi210HD 1/2.8” SONY 3M Progressive Scan CMOS
Lens Drive Type | Manual/DC Unit: mm
Lens
Mount CS/C
Day and Night True Day & Night with ICR Mechanism
.. L. Color: 0.625 lux at 30 IRE, F1.4
Minimum I[llumination
B/W:0.31 lux at 30 IRE, F1.4
H.264 Main Profil
Video Codec 6 amn Frotile
Motion JPEG
H.264: Max. 1280x1024 @30fps(KNC-Xi130HD)
H.264: Max. 1920x1080@30fps(KNC-Xi210HD)
Resolutions | 1y 564. Min. 320x240@30f
(H.264/MJPEG) ~£0% VI S2UX ps
MIJPEG: Max. 1280x720 @30fps
MIJPEG: Min. 176x120@30fps
Video Simultaneous Motion JPEG and H.264
Video Streaming Controllable frame rate and bandwidth
Constant and variable bit rate (H.264)
Brightness, Contrast, Saturation, Sharpness, White
Balance, Exposure Control, Back Light Compensation
Image Settings Compression levels : 100 (Motion JPEG)
Viewer Magnification : 0.5x, 1x, 1.5x, 2x
Overlay capabilities : time, date, text, privacy mask
Audio Streaming Two-way (full duplex)
) Audio Codec G711, G726
Audio
Audio External microphone or line-in input (selectable)
Input/output Line level output
: Multiple user access levels with password protection
Security o
IP address filtering: Deny, Allow
Network E— IPv4, HTTP, HTTPS, TCP, RTSP, RTP, UDP, IGMP,
P PP RTCP, SMTP, FTP, ICMP, DHCP, ARP, DNS, DDNS,
rotocols
UPnP
Onvif 1.0
API Open API for software integration, including API,
SDK
System Intelligent Video Video motion detection
Integration Intelli : : :
. gent video, external inputs, manual triggers,
Al A Network Fail, Reboot, Schedule
Alarm Events Flle.u.plo.ad Vl?l FTP, f?*-mall, SD card
Notification via e-mail
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External output activation

Web Viewer

Video format change

Stream play / stop

Speaker sound / mute

Microphone sound / mute

Snapshot

Instant recording(Max 5. minutes)

Manual trigger

Output control

Screen magnification

Status indicator (video, audio, record, alarm, motion)

SD/SDHC

Supported
Memory Card

SD Card (Max. 2GB)
SDHC Card (Max. 32GB)

Recording
Function

Event recording
File search

File download

General

Enclosure

Alloy case

Processors and
Memory

CPU : ARM 926EJ-S

RAM : 128 MB

Flash : 64 MB

Real-time clock with backup battery

Power

DCI12V 475mA, AC24V 5.2W
Power over Ethernet Class 3 (IEEE 802.3af)

Interfaces

RJ-45 for Ethernet 10baseT/100baseTX with PoE
Terminal block :
- Power Input: DC 12V/ AC 24V
- Digital input x 1
- Digital output x 1
3.5¢ mono jack for MIC or Line input
3.5¢ mono jack for Line output
BNC for Service Video

Operating
Conditions

Temperature: -10C ~50C (14°F~122°F)
Humidity 20-80% RH (non-condensing)

Dimension

80 (W) X 62.6 (H) X 134.2 (D)

Unit: mm

Weight

350g

Accessories

Installation Guide, CD with installation and
management tools, CMS software, installation guide
and User’s guide

Visit the KT&C Support Web to get the latest KCMS-
3000 (Free central management software) at
www.ktncusa.com

Copyright © 1997-2009 KT&C Co., Ltd. All Rights Reserved.
Korea Technology & Communications Co., Ltd.

75




KNC-Xi130HD, KNC-Xi210HD User’s Manual

Troubleshooting

This section describes the symptoms, possible causes and corrective actions.

Symptoms Remedial Actions Reference
If the Network Camera and your computer are located on different
The Network .
. subnets, you will not be able to set the IP address. Contact your
Camera is located on . .
. . network administrator for obtaining an IP address on the same subnet as
Problems with IP a different subnet. N .
. the computer that you are performing installation from.
address setting
The IP address i
© T accless 18 Contact your network administrator. You must obtain a new IP address
being used by .
. and reinstall the Network Camera.
another device.
. Check if the user ID and password is correct. The ID and password are
Cannot log in .
case sensitive.
The Network Reconfigure the IP address using the IP Installer.
Camera cannotbe | IP address has been If a dynamic IP address via DHCP is required, enable the DHCP and InsFallation
accessed from a changed by DHCP configure the SMTP Notification (Email) For IP Address Change from | Guide
web browser. the Setup>Basic>Network settings.
Other networking Check the network cable by connecting it to another network device,
problems then Ping the device from your computer.
The Net?vork Firewall protection Check the Internet firewall with your network administrator.
Camera is not able
t
e())(z:(;flzsllsy llzziail;::tdgateway Check if you need to configure the default gateway settings. Page 14
DC power supply Check the power.
AC power supply Check the power.
The Network
Camera does not Check the Ethernet (CAT 5) cable that is connected to a PoE
turn on compatible power supply unit. Some power supply unit may not
PoE power supply provide power when the total power supply limitation is exceeded.
Check the Operating Instructions of the PoE power supply unit for
maximum power output.
No image To run the View Program in Microsoft Internet Explorer, configure your
displayed in the ActiveX Web browser to allow the ActiveX controls. Also, make sure that | Page 9
web viewer KT&C Web Viewer component is installed on your PC.
Missing images in This can occur when trying to use a larger image buffer than is actually
uploads available. Try lowering the frame rate or the upload period.
Slow performance may be caused by e.g. heavy network traffic,
Slow performance multiple users accessing the Network Camera, low performance
computer, using features such as Motion Detection, Event action.
Adjust the focus of the camera.
Image is not clear . it 1o ims i i Pagel6~19
Vs g g Chegk the target bit late (H.264) or image quality (JPEG) is not &
configured too low.
problems
Check if the network cable of the Network Camera is correctly
ted. stallati
Video is stopped connecte _ Installation
In case user uses switches or routers, check whether these network | guide
equipments are working properly.
Blank Screen Check the power source of the connected camera.
Vid is oft
1€e0 18 oftent Lower the target bit late (H.264) or image quality (JPEG)
broken
Check that the sound card in the PC, speaker and microphone are
Audio problems No audio working. Ensure that the mute button is not enabled and the volume
settings are correct.
o Check if the Motion Detection is enabled.
Motion Detection FuncFlon 1s not Check the sensitivity level Page 55~57
working
Check the setting of the Motion Detection area.
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Glossary

This section provides glossary for understanding the Network Camera.

A.

ActiveX - A control (or set of rules) used by a browser. ActiveX controls are often
downloaded and installed automatically as required.

API - Application Programming Interface. The KT&C API can be used for integrating
KT&C products into other applications.

ARP - Address Resolution Protocol. Used to associate an IP address to a hardware MAC
address. A request is broadcasted on the local network to find out what the MAC
address is for the IP address.

Aspect ratio - A ratio of width to height in images. A common aspect ratio used for
television screens and computer monitors is 4:3. High-definition television (HDTV) uses

an aspect ratio of 16:9.

BOOTP - A protocol that can automatically configure a network device (give it an IP

address).

CGI - Common Gateway Interface. A set of rules (or a program) that allows a Web
Server to communicate with other programs.
Client/Server - Describes the network relationship between two computer programs, in

which one, the client makes a service request from another - the server.

DC-iris - The iris, a mechanism that automatically regulates the amount of light allowed
entering to CCD, is electrically controlled by the camera

dB (Decibels) - A unit to measure sound level changes. A 3dB change is the smallest
level change we can hear. A gain of 0dB will leave the signal level unchanged.
De-interlacing - De-interlacing is the process of converting a stream of interlaced
frames to a stream of progressive frames.

A-DSL - Digital Subscriber Line. A means of transferring data via standard phone line.

Ethernet - A widely used networking standard.

Firewall - A virtual barrier between a LAN (Local Area Network) and other networks, e.g.
the internet.
FTP - File Transfer Protocol. Used for the simple transfer of files to and from an FTP

server.
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Full-duplex - Transmission of data, e.g. audio, in two directions simultaneously.

G.711 - G.711 is the international standard for encoding telephone audio on 64 Kbps
channel. It is a pulse code modulation (PCM) scheme operating at 8 kHz sample rate.
G.726 - Frequently used speech-compression algorithm in telecommunications due to

its high perceived speech quality and low resource requirements.

Half-duplex - A half-duplex link communicates in one direction at a time only, Just like
a walkie-talkie. Two way communications is possible, but not simultaneously.

HTTP - Hypertext Transfer Protocol. The set of rules for exchanging files (text, images,
sound, video, and other files) on the World Wide Web.

HTTP-S (HTTPS) - An extension to the HTTP protocol to support the transmitting data
securely over the World Wide Web.

Intranet - A private network limited to an organization or corporation. Usually closed to
external traffic.

IP - Internet Protocol.

IP address - A unique set of numbers used by a computer on the network to allow it to
be identified and found.

JPEG - A standard image format, used widely for photographs. Also known as JPG.

LAN - A local area network (LAN) is a group of computers and associated devices that
typically share common resources within a limited geographical area.
Linux - A popular operating system that is “open source” and practically free of charge.

Lux - A standard unit for light measurement.

Mbit/s - Megabits per second. A unit for measuring speeds in networks. A LAN might
run at 10 or 100 Mbit/s

MPEG4 - A video compression standard that makes good use of bandwidth. It can
provide DVD-quality video streams at less than 1 Mbit/s.

Multicast - A bandwidth-conserving technology that reduces bandwidth usage by

simultaneously delivering a single stream of information to multiple network recipients.

Ping - A small utility used for sending data packets to network resources to check that
they are working and that the network is intact.

Pre/post alarm image - The images from immediately before and after an alarm.
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Protocol - A special set of rules governing how two entities will communicate. Protocols
are found at many levels of communication, and there are hardware protocols and

software protocols.

Router - A device that determines the next network point to which a packet should be
forwarded on its way to its final destination. A router is often included as part of a
network switch.

RTP - Real Time Transfer Protocol. A transfer protocol designed for the delivery of live
content, e.g. MPEG4.

RTSP - Real Time Streaming Protocol is a network control(e.g. play, stop, etc) protocol
used in multimedia, and a starting point for negotiating transports such as RTP,
multicast and Unicast. RTSP can be considered a “remote control” for controlling the
media stream delivered by a media server. RTSP servers typically use RTP as the

protocol for the actual transport of audio/video data.

SMTP - Simple Mail Transfer Protocol is the protocol used to send e-mail across the
Internet. SMTP authentication is a way of allowing people outside of a domain to use
an SMTP server when sending e-mail.

SNMP - Simple Network Management Protocol. An application layer protocol that
facilitates the exchange of management information between network devices. It is part
of the TCP/IP (Transmission Control Protocol/Internet Protocol) protocol suite.

Subnet Mask - An IP address consists of two components: the network address and the
host address. “Subnetting” enables a network administrator to further divide the host
part of the address into two or more subnets. The subnet mask identifies the subnet to
which an IP address belongs.

Switch - Whilst a simple hub transmits all data to all devices connected to it, a switch

only transmits the data to the device it is specifically intended for.

TCP/IP - Transmission Control Protocol/Internet Protocol. A suite of network protocols
that determine how data is transmitted. TCP/IP is used on many networks, including the
Internet. TCP keeps track of the individual packets of information and IP contains the

rules for how the packets are actually sent and received.

UDP - The User Datagram Protocol is a communication protocol that offers a limited
amount of service when messages are exchanged between computers in a network that
uses the IP. UDP is an alternative to the TCP and, together with IP, is also known as
UDP/IP.

Unicast - Communication between a single sender and a single receiver over a network.
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A new connection is established for each new user.

® URL - Uniform Resource Locator. An “address” on the network.

V.
® \Varifocal - A varifocal lens provides a various range of focal length, as opposed to a
lens with a fixed focal length, which only provides one.
W.
WAN - Wide Area Network. Similar to a LAN, but on a larger geographical scale.
Web server - A program on a computer that delivers the resources requested by the
web user.
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